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NHO®OPMALIMOHHASA TAMATKA
JJISA OBYHYAIOIUXCA 1J15A PASMEIIEHUSA
HA O®PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxxJpIM rOJJOM MOJIOZIE’)KU B UHTEPHETE CTAHOBUTHCS OOJIbILIE, a IIKOIbHUKU OJTHU U3 CaMbIX
aKTUBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U NPOOJIEMBI. DTa aMATKa JOHKHA TOMOYb TeOe 6€3011acHO

HaXOJUTHCS B CETH.
KoMnbrorepHblie BUPYCHI

KoMIbroTepHsbIi BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPAMM, OTJIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS] CIIOCOOHOCTH K pa3MHOXKEHHIO. B 1onosHeHue k 3Tomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (pailiibl U JaHHbIE,
[OJIKOHTPOJIbHBIE TI0JIb30BATEII0, OT UMEHU KOTOPOTro Oblia 3amylieHa 3apakeHHas iporpamma,
a TaKk)Ke MOBPEIUTh WIH JaXKe YHHUTOXHUTD OTIEPAIIMOHHYIO CUCTEMY CO BCeMH (hailiiamu B

ueiaom. B OOIBIINHCTBE CJIY4aceB paclpOCTPaHAKOTCA BUPYChI UCPE3 UHTCPHCT.
MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPATUOHHBIC CUCTCMbI, UMCIOLIUC cepbe3an71 YPOBCHB 3allIUThI

OT BPEJIOHOCHBIX NPOTPaMM;

2. IlocTrosiHHO ycTaHaBIMBal nauTy (UG POBbIE 3aMJIaTKU, KOTOPbIE aBTOMATUYECKU
YCTaHABIIMBAIOTCA C IIEJIbIO IOPaOOTKH MPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
omnepalroHHoM cucteMbl. CkaunBail MX TOJIBKO ¢ odulUaIbHOrO caifta pazpadorunka OC. Eciu

CYHICCTBYCT PCIKUM aBTOMATHYICCKOI'O 06HOBJ'ICHI/I}I, BKJIIOYH €TI0,

3. Paboraii Ha cBO€M KOMIIBIOTEPE IO/ ITpaBaMH 0JIb30BaTENs, a HE aAMMHHUCTpATOpa. JDTO HE
IIO3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATLCSA HA TBOEM IIEPCOHATIBHOM

KOMIIBIOTEPE;

4. Vcnionb3yii aHTUBUPYCHBIE IPOIPaMMHBIE ITPOIYKThI U3BECTHBIX TPOU3BOJUTEIIEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyupb (pu3HYECKHid JOCTYI K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;



6. Vcrionp3yii BHETHUE HOCUTENU HH(pOpMaIiK, Takue Kak Quiemika, IMCK Win (ailn u3

HHTEPHETA, TOJBKO U3 IIPOBCPECHHBIX KCTOYHUKOB,

7. He oTKpbIBail KOMIIBIOTEPHBIE (halIbl, TOTYYECHHBIC U3 HEHAICKHBIX UCTOYHUKOB. J{axe Te

(aiinbl, KOTOpBIE IPUCITA TBOI 3HAKOMBIN. JIy4llie yTOUYHHM y HETO, OTHPABJISII JIU OH TeOE HX.
Cern WI-FI

Wi-Fi - 310 He BHJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIbh OpeH, Mapka. Eme B 1991
roJly HUJepiaHacKas KoMmmanus 3aperucrpupoBaia opern "WECA", aro 0603Ha9ano

cinoocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHast TOYHOCTH'".

Jlo Hamero BpeMeHH JoIuIa Ipyras ab0peBuaTypa, KOTopas sSBJISICTCS TAKOH e TEXHOJIOTUEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHAAPT BBICIIEH

3BykoBo# TexHuku Hi-Fi, uTo B mepeBose o3Ha4yaeT "BbICOKast TOYHOCTH'.

Ja, 6ecrutaTHBI MHTEPHET-IOCTYI B Kae, OTENSAX U adpOoIopTax SBISIETCS OTIMYHON
BO3MOYKHOCTBIO BBIXOZ[a B MHTEpHET. HO MHOTHE 3KCTIEPTHI CYMTAIOT, YTO 00IIe 0CTyHBIe Wi-

Fi cetu He gBIsIIOTCS OE€30MMaCHBIMH.
CoBeTnl 110 6€30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro nuunyto uHpopMaiuio yepes oduenoctynnusie Wi-Fi cetu. Paboras B

HHUX, XCJIAaTCIIbHO HC BBOAWUTL MMAapOJIKM JOCTYIIA, JIOTHHBI U KAKHE-TO HOMEPA,

2. Ucnonb3yit 1 OOHOBIISAN aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. TemM caMbIM Thl

o0e30macHIlb ceOsl OT 3aKaUKH BHpPYCa HAa TBOC yCTpOfICTBO;

3. Tlpu ucnons3oBannu Wi-Fi otkimoun ¢pyskmuto "OOrmmumii 10cTyn K daiiaam u npuaTepam”.
Hannas QyHKIMS 3aKphITa IO YMOJIYAHUIO, OJJHAKO HEKOTOPHIE TOJIb30BATEIN aKTUBUPYIOT €€

JUIA y,[[O6CTBa HUCIIOJIB30BaHMA B paGOTe nIn yqe6e;

4. He ucnons3yit myonuunsiii WI-FI nns nepegaun aM4HbBIX JaHHBIX, HAIPUMED JIJIS BBIXO/1A B

CONHAJIBHBIC CETU UJIU B DJICKTPOHHYIO IMOYTY,

5. Ucnonw3yit Tombko 3amuiiennoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. mpu nabope

BeO-aspeca BBOAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkimtoun pynknmio "Tlogkmouenne k Wi-Fi aBromatudecku". He

HOHYCKaﬁ ABTOMAaTUYCCKOT'O IMOAKIIOYCHUA YCTpOﬁCTBa K ceTaMm Wi-Fi 6e3 TBoero cornacus.

ConuainbHbIe CETH



COHI/IaJIBHBIe CCTHU aKTUBHO BXOJAT B HAIlly ’)KU3Hb, MHOTHC JIFOAN paGOTaIOT " XXUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUILTAAP]T YEIIOBEK, YTO SIBJISICTCS OJTHOM
CeI[BMOﬁ BCEX JKHUTEJEH IIaHeThl. MHOTHE I10Ib30BaTelIN HE IIOHUMArKOT, 4TO I/IH(bOpMaI_[I/ISI,
pasMCIiCHHAad UMHU B COOUATIBHBIX CCTAX, MOXKCT 6BITB HaﬁﬂeHa " UCII0JIb30BaHa KEM yroaHo, B

TOM YHCJIe HE 005A3aTeIbHO ¢ OJIATMMH HAMEPCHHSIMH.
OCHOBHBIE COBETHI IO 0E€30I1aCHOCTH B COLMAJIBHBIX CETAX:

1. Orpannyb criucokK Apy3ei. Y TeOs B IPY3bsiX HE TOJDKHO OBITH CITYYaHBIX U HE3HAKOMBIX

JIFOJIEH;

2. 3amMIail cBOrO YacTHYIO JKU3Hb. He yka3biBail mapoiu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYI0 JUYHYI0 HHPOPMALKIO. 3T0YMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh JJAXKe

I/IH(1)OpMaI_II/IIO 0 TOM, KaK Thl U TBOU POAUTCIIU IIJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3amuiaii CBOIO pemyTalHio - JEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BoIpoc: XoTes Obl ThI,
4TOOBI APYyrUe MOIb30BATENN BUJIENIH, YTO ThI 3arpyskaemib? [logymai, mpexae 4em 4To-To

OITyOJIMKOBATh, HAMCATh U 3aIPy3UTh;

4. Eciu ThI TOBOpHIIb C JIIOABMHU, KOTOPBIX HEC 3HACHIb, HC I/ICHOJIBSyﬁ CBOC pCAJIbHOC UM U

APYT'YHO JINYHYIO I/IH(bOpMaI_II/II/IZ UM, MECTO KUTCIIbCTBA, MECTO y‘Ie6bI H IIPpOoUCe;

5. N36eraii pazmenienus Gororpaduii B IHTEpHETE, T1IE TH N300paKEH HA MECTHOCTH, 110

KOTOpOfI MOXHO OIIPCACIUTDb TBOC MCCTOIIOJIOKCHHC,

6. HpI/I perucrpanvu B COLIMAJIbHOM CETH HCO6XOI[I/IMO HCIOJIb30BATh CJIOKHBIC ITApOJIn,

cocTosiue u3 OykB v UG U ¢ KOJUYECTBOM 3HAKOB HE MEHEE §;

7. Jlns counaabHON CETH, MOYThI U JPYTUX CATOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE apOJIH.
Torpaa ecnu T€0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY MECTY, a

HE BO BCC Cpasy.
QHCKTpOHHHe JACHbI'

SJICKTpOHHHe JACHBI'K - O9TO OYCHb y,[[O6HLII>i CIIoco0 HJ'IaTe)Keﬁ, OZIHAaKO CYHICCTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH OTU ACHBI'U.

BHGKTpOHHI)Ie JCHBI'Y ITOABHUIIMCH COBCEM HEAABHO M UMCHHO H3-3a 3TOI'0O BO MHOTHX

rocyaapCTBax A0 CHUX IOP HEC NPOMHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr (PyHKIIMOHMPYIOT U O HUX Y€ MPOMKUCAHO B 3aKOHE, IJI€ UX Pa3JIeNsitoT Ha

HECKOJIBKO BHUJ0B - aHOHNUMHBIC 1 HE aHOHHUMHBIC. PaSHI/IHa B TOM, YTO aHOHHUMHBIC - 3TO TC, B



KOTOPBIX pa3peliaeTcs MPOBOAUTH ONepanuu 0e3 ACHTU(DUKAINY TOTh30BaATENs, a B

HCAaHOHHNMHBIX I/I,Z[CHTI/I(bI/IKaHI/IH I0JIb30BaTENA IBIIETCA 00I3aTEILHOM.

Taxxe crnenyeT pa3nuyarh 1eKTPOHHbIE (PUaTHBIEC AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)

U 3JICKTPOHHBIE HE(HUATHBIEC ACHBI'H (HE PaBHBI TOCYIapCTBEHHBIM BAIIOTAM).
OcCHOBHBIE COBETHI 110 OE30I1aCHOM pabOTe € IEKTPOHHBIMU JCHbIraMHU:

1. IlpuBsixu K cyeTy MOOMIBHBIN TenedoH. ITo camMblil yA0OHBIH U OBICTPBI CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K cueTy. [IpuBs3anHblil TeneoH MOMOXKET, eciu 3a0y/enb CBOU

MJIATEKHBINA MapOJIb WU 3aiiIeIh Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogqHopazoBele napoiu. [locie nepexona Ha YCUICHHYIO aBTOPU3ALIMIO TeOe yxke

He Oy/IeT yrpoXaTh OMAaCHOCTh KPaXKHl MITU TepeXBaTa IIaTe:KHOTO IMapOJIs;

3. Beibepu cnoxHblil naposs. [IpectynHukam Oyner He POCTO yraiaTh CIOKHBIN HapoJib.
Hanexxusle maposu - 3T0 mapoiy, KOTOPBIE COJIEPKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MTPONUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TAKME KaK 3HaK J|0Ju1apa,

¢dyHTa, BOCKJIMIIATENbHBIN 3HaK | T.11. Hanpumep, $tROng!;;
4. He BBO/IM CBOM JIMYHBIE JJaHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCILIb.
DJIeKTpOHHAA M0YTa

DNeKTPOHHAs MOYTA - 3TO TEXHOJOTHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH I10 MEPECHIIKE U
MOJIYYCHUIO JIEKTPOHHBIX COOOIICHHH, KOTOPBIE PACIPEIETIIOTCS B KOMITBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SIIUK BBITJISIUT CIEIYIOMAM 00pa3oM:
UMs_TIOJTh30BaTesI(@uUMs_ToMeHa. Takxke Kpome Tepeiadu IPOCTOTro TEKCTa, UMEETCs

BO3MOYKHOCTb IepeiaBaTh (paiibl.
OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hayto BIOpaTh mpaBUIIbHBIN MOYTOBBIHM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BBEIOOP
0ecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYyYIIE T0OBEPATh TEM, KOTO 3HAEIllb U KTO MEPBbIN B

peuTHHrE;

2. He yka3biBail B THUHOM nouTe TU4HYI0 HH(popManuio. Hanpumep, myurie BoIOpaTh

"My3bIKaibHbIN _(aHaT@" umu "pokx2013" Bmecto "Ttemal3";

3. Mcnons3yit ABYXATAaNIHYO aBTOPU3ALHI0. JTO KOTJa IOMUMO I1ApOJIsl HY’KHO BBOAUTH KO/,

npucbuIaeMblil mo SMS;



4. Boibepu CoXHBIN Tapotb. [T KaKI0TO MOYTOBOTO SIIIKUKA TOJIKEH ObITh CBOM HA/ICKHBIMH,

YCTONYUBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIOIB3YH 3Ty

BO3MOXHOCTD,

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMKOB. IIepBbIil 17151 4acCTHOW MEPENNUCKU € aJpecaTamH,
KOTOPBIM Thl JOBEPSAEIIb. DTO MIEKTPOHHBIN a/IpeC HE HAJ0 UCIOJIb30BaTh IIPU PETUCTPALIUU HA

dbopymax u caiitax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMAaX, AK€ €CJIM OHU HPUILIH OT TBOMX

npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIH JTU OHU TeOe 3T (aiiibl;

8. Ilociie oxoHyaHus pa6OTBI Ha ITOYTOBOM CEPBUCE IICPCA 3aKPBITHEM BKIIAAKHU C caliToM He

3a0yap HaxaTh Ha "Beriitu".
KubepOyIIHT WM BUPTYaJIbHOE U3IEBATEIBCTBO

KubepOyyuHT - mpeciieJoBaHue COOOIICHUSIMH, COJIEPIKAIIIMME OCKOPOJICHHSI, arPECCHIO,
3aIllYIrUBaHUC; XYJIIMTAaHCTBO, COIMAJIbHOC 60ﬁKOTHpOBaHH€ C IMIOMOUIBIO PA3JIMYHBIX UHTCPHCT-

CEPBHCOB.
OcHOBHBIE COBETHI 10 OOPBOE ¢ KHOSPOYIITHHTOM:

1. He G6pocaiics B 60#. JIyummmii crioco6: mOCOBETOBATHCS Kak ce0st BECTH U, €CITU HET TOT0, K
KOMY MOXHO O6paTI/ITI>C$I, TO BHAYAJIC YCIIOKOUTHCA. Ecnu TEI HayHEIIL OTBEYATh

OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elrle OOJIbIIIe pa30XoKelh KOH(IUKT;
2. YopaBnsii cBoeil kubeppenyTaimeii;

3. AHOHUMHOCTb B C€TH MHHUMas. CymeCTBYIOT CITOCOOBI BBISICHHUTDB, KTO CTOUT 3a aHOHHMMHBIM

AKKayHTOM;

4. He cTout BecTH XynuraHckuil o0Opa3 BUpTyalibHOH ku3HU. IHTEpHET puKcHpyeT Bce TBOU

JIeMCTBUS M COXpaHAET UX. Y JaluTh UX OyIeT KpaiiHe 3aTpyIHUTENIbHO;
5. ColOumrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Irnopupyii e1MHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUllle

urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. Ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COITUATBHBIX CETAX

€CTh BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OTIIPaBKH COO6HI€HHﬁ C OIIPCACIICHHBIX aAPCCOB;



8. Ecnu ThI cBUzeTeNns KnOEpOyumMHra. TBOM AEHCTBUS: BHICTYIIUTD IPOTHB Mpeciie10BaTes,
II0Ka3aTh €MY, YTO €ro JEUCTBUS OLICHUBAIOTCS HETaTUBHO, IIOAIEPKATh )KEPTBY, KOTOPOH
HYXXHa [ICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO IIOBEJICHUS B

CceTH.
MoOunpHbIi TenedoH

CoBpeMenHbIe cMapT(OHBI U ITAHIIETHI COIEpKaT B cebe BIIOTHE B3POCIbIN (DyHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHaKO, CPENICTB
3aIUTHI VTSI TOTO0OHBIX YCTPOWCTB MOKA OYSHb Maslo. TecTHpOBaHUE U TIOUCK YSA3BUMOCTEN B
HUX [IPOUCXOIUT HE TaK MHTEHCUBHO, Kak Ju1s 1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX

MIPUITOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAIOTH, OJTHAKO

pacuiupeHuc Q)YHKHI/IOHaHa BJIEYET 3a COOOH 6OJ'IBH_IYI-O CJIO)KHOCTb U MCHBIIYHO 3allTUIIICHHOCTD.

I[aJ'IGKO HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKPbIBAIOIIMUC KPUTHYCCKUC

YS3BUMOCTH JJISI CBOUX YCTPOWCTB.
OcHoBHBIE COBETHI JIs1 0€3011aCHOCTH MOOUIIBHOTO TenedoHa:

Huuero He sBisieTcst mo-HacTosiemMy OecriaTHbIM. bynb ocTopoxeH, BeAb Koraa Tede

npeajiararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITbI KaKUC-TO IINIaTHBIC YCIIYTH,

Hymaii, npexe ueM otnpaButh SMS, ¢hoto umu Buaeo. Thl TOUHO 3Haelb, Ie OHU OYAYT B

KOHEYHOM HUTOTE?
Heo0xoauMo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapT(hoHa;
Hcnonp3yit aHTUBHPYCHBIE POTPAMMBI JJ11 MOOUTTBHBIX TeNe(OHOB;

He 3arpy>1<a171 IMMPUITOKCHUA OT HCU3BCCTHOI'O UICTOYHUKA, BEb OHU MOTYT COACPIKATh

BPE€AOHOCHOC NIPOTpaMMHOC O6CCHC‘ICHI/IC;

[Tocne TOro Kak Thl BBIWJEIIb € caiiTa, I/ie BBOJAWI JIMYHYI0 HH(POPMAIUIO, 3aii1 B HACTPOHUKH

Opaysepa u ynanu cookies;
[Tepuomuyiecku mpoBepsii, KAKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

I[aBaﬁ CBOH HOMCEPp MOOUJILHOTO TCHC(bOHa TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACHIb U KOMY

JIOBEPSIEIIIb;



Bluetooth momkeH ObITh BBIKIIFOUEH, KOT/IAa THl UM HE MOJIb3yelibesi. He 3a0biBaii nHOT 1A

HPOBEPSTH 3TO.
Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUeHUs, 00 BEANHSIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MUpy. rpoku uccieayoT JaHHbI UM MUp, OOIIAIOTCS IpYT ©
JIPYTOM, BBITIOJIHSIOT 3a/1aHUS, CPAYKAIOTCS C MOHCTPAMHU U IOJIy4YalOT OMBIT. 3a YAOBOJIbCTBUE

OHMU IVIATAT: IIOKYIIAKOT JUCK, OIINIAYHUBAIOT a0OHEMEHT MJIH an/I06peTa10T KaKue-TO OIIIHH.

Bce a1u cpeacTBa uayT Ha MOAIEpKaHUE U PA3BUTHE UTPHI, @ TAK)KE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE MAaT4YH (IIU(PPOBBIE 3aIIATKH

JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOMT OIIaCaTbCA HC CTOJILKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO

apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OOIBIIMHCTBA urp.
OCHOBHBIE COBETHI IO O€30IACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceOs II0X0 WK CO3JaeT Tebe HEMPUATHOCTH, 3a0JI0OKUpPYIl ero B

CIIUCKC UI'POKOB;

2. HO)I(&JIYIZCH AJIMUHHUCTPATOpAaM UI'PBI Ha IIJIOXO0C ITOBCACHHEC 3TOI'O UI'POKaA, KEJIATCIIbHO

IIPUJIOKUTB KAKHE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykaspIBail 1nuHyt0 HHPOpMALUIO B Tpodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UIDE;

5. He ycranaBnuBaii Heo(uiMaabHble TATYH U MOJIBI,

6. Mcnionp3yil CII0KHBIE U pa3HbIE TApOJIH;

7. Jaxxe BO BpeMsI MBI HE CTOUT OTKIIKOYaTh aHTUBUPYC. [10Ka ThI urpaems, TBOM KOMIIBIOTED

MOTYT 3apa3UTh.
OUIIHT WK KpaXka TAIHBIX JTaHHBIX

OObIYHOM Kpakell JeHeT U JOKYMEHTOB CEroHs YK€ HUKOTO He yIUBHUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKN IEPEMECTHIINCH B UHTEPHET, U ITPOJIOJIKAIOT

3aHUMATHC "TIOOUMBIM" NEJIOM.



Tak mosiBUIIach HOBas YTpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILKHT, TJIaBHAS LEJIb KOTOPOTo
COCTOUT B MOJIy4€HUH KOH(HUACHINATBHBIX JAHHBIX M0JIb30BaTENIEH - JOTMHOB U naposieil. Ha
aHrIMicKoM si3bike phishing ynraercs kak gumuar (ot fishing - peiGHas nois, password -

1apoJib).
OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI 0J103peBaeiiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOLIUTH aAMUHUCTPATOPAM pecypca 00 TOM KaK MOXKHO

CKOpcEcC;
2. HCHOJ’IBE&Yﬁ Oe30macHbIe Be6-caI>iTBI, B TOM YHUCJIC, MHTCPHCT-MarasmHOB 1 ITIOMCKOBBIX CUCTEM;

3. Mcnonp3yii crnokHble U pa3Hbie Mapoiu. TakuM oOpa3om, eciiu TeOs B3JI0MaloT, TO

3JIOYMBINIJICHHUKHW ITOJYYaT JOCTYII TOJIBKO K O/JTHOMY TBOCMY HpO(bI/IJ'IIO B C€TH, a HC KO BCCM,

4. Ecniu Te0s1 B3110MaIH, TO HEOOXOAMMO MPETYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBiieHbI y T€0s B IPY3bsIX, O TOM, YTO TE€OS B3JIOMAIU M, BO3MOXHO, OT TBOETO UMEHH OyIeT

pacchlIaThCs CIIaM U CCUIKH Ha (PUITMHTOBBIC CANTHI;
5. YcranoBu HanexHbIi maposb (PIN) Ha MoOMITBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBait haiiabsl U Ipyrue BIOKEHUS B MUChMaX, JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX

npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (haiibl.

[udposas penyrauus

[udposas penmyTanus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpMAIHS B CETH O Tebe.
Komnpomerupyromias nHpopmarus, pa3mMenieHHas B MHTEPHETE, MOXKET CEphe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOM »xu3HU. "Lludposas penyranus" - 3T0 TBOI UMUK, KOTOPBIN

dopMmupyetcs u3 uHGopMauu o Tede B UHTEPHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHNE, 0OCOOEHHOCTH XapakTepa u

paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue noJpoCcTKH JIETKOMBICTIEHHO OTHOCSTCS K MMyOJIMKAlUK JTUYHON MH(OpMaluy B
HNHTepHeTe, He MOHUMAasi BO3MOKHBIX TIOCIEACTBUAN. ThI 1aXke HE CMOKEIb JOTraaThCs O TOM,

4To (poTorpadus, pazmerieHHas 5 JeT Ha3al, cTaja IPUUYMHON OTKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pazmenienie TBoUx Gortorpaduit u pyrue JeicTBUS MOTYT HE HCUE3HYTh JaKe

MOCJIC TOT'O, KaK ThbI UX YAAJIHUIIb. Te1 HE 3HaCllb, KTO COXpAaHUJII 3Ty I/IH(I)OpMaI_II/IIO, Imornajia Jn



OHa B TIOMCKOBBIE CUCTEMBI M COXPAHMIIACH JIM OHA, a TJIaBHOE: YTO MOIyMAIOT O TeOe
OKpY’KaIOIINeE JII0JIU, KOTOPBIE HAWAYT M YBUAAT 3T0. Haiitu nHpopManuio MHOTO JIET CIIyCTs
CMOXeT JII000H - KaK U3 100pbIX MOOYXKAEHUH, TaK M ¢ HAMEPEHUEM IPUYUHUTH Bpea. ITO

MOYET OBITh KTO YI'OJHO.
OCHOBHBIE COBETHI IO 3aLIUTE HUPPOBON permyTaIiu:

1. [Tomymaii, mpesx/ie 4eM 4To-TO MyOTMKOBATh U NIEpeaBaTh y ceOs B 0J10Te WM B COLUATBHON

CceTH;

2. B Hacrpoiikax npouis ycTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO MPOQHIIS U €ro

COAEP)KUMOTO, CIeai ero TOJbKO "1 apy3en";

3. He pa3smemaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-1100 OCKOPOIATh MK

00MXKaTh.
ABTOpPCKOE IIPaBO

CoBpeMeHHbIE IIKOJILHUKY - aKTUBHBIE TTOJIB30BaTENH IH(ppoBoro nmpocrpancTea. OgHaKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIB30BaHNE MHOTMMHU BO3MOKHOCTSMH IIU(PPOBOTO Mupa TpedyeT

CO6J'IIO,I[€HI/IH IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "MHTEIIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSAM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUramMu, GoTorpapusMu, KHHOQUIbBMaMHU U

MY3bIKaJIbHBIMU ITPOU3BCACHUAMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE IpaBa BRICTYNAIOT B KAUECTBE FapaHTUU TOTO, UTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OYEeT HallpacHbIM, 1aCT €My CIIPAaBEJIMBbIE
BO3MO>KHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3perniennst aBTopa He MOXKET BOCIIPOU3BOJIUTE €r0 MPOU3BEICHHE, PACIPOCTPAHSTh,
nyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTUPOBATH, IIYCKATh B IIPOKAT, IIyOIUYHO

HCIIOJHATD, IMOKa3bIBaTh/UCIIOJIHSITh B 3(1)I/Ipe WJIN pasMeIlaThb B I/IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecredeH s MOXKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I/ie
yCTaHOBJIEHA HeJleraiabHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHbIE

1 OeCILIaTHBIE ImporpaMmabl, KOTOPBIC MOKHO HalTH B CETH.

O moprane



CeteBHUOK.p¢ - TBOM INIaBHBIA COBETYMK B CETH. 371€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CETHU IOHATHBIM U JTOCTYIHBIM S3bIKOM, a IIPY BOSHUKHOBEHUN KPUTUYECKON CUTyalluU
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHSATH y4acTHe B KOHKYPCaX U CTaTh CAMBbIM ITU(POBBIM

rpaxjaHuHOM !



